In recent years, reversible data hiding technology in encrypted images has become an important topic for researchers. In addition, separable reversible data hiding technology in encrypted images also has been developed extensively because of its better practicability. In this paper, a new scheme of separable reversible data hiding in encrypted image is proposed based on the median-edge detector prediction. First, the predicted value of each pixel is calculated by using the median-edge detector predictor, and the difference between the original pixel and the predicted pixel is recorded according to the threshold parameter, and a label map is generated. Second, the original image is encrypted. Third, the differences and the secret bits are embedded into the pixels according to certain rules. After being compressed by using Run Length Coding and Huffman Coding, the label map is spliced to the bottom of the encrypted image. Finally, the stegoimage is generated. When the receiver possesses the stego-image, which are the encrypted image that contain the hidden data, the desired image can be extracted or decrypted in accordance with a different key. The experimental results showed that our proposed scheme achieved better hiding capacity than the other schemes.
I. INTRODUCTION
In recent years, with the rapid development of computer networks and multimedia technology, especially the advent of cloud technology, more and more digital images are stored and processed in the cloud platform. However, these images can be subject to various risks in the process of transmission over the network, such as stealing, tampering and copying. Thus, the issue of protecting the privacy of images and data in the cloud platform has been of significant concerned to researchers [1] , [2] .
In many cases, it is necessary to encrypt the image first to protect its privacy and then hide the important data in the encrypted image. This approach has led to a new research direction of data hiding, i.e., reversible data hiding The associate editor coordinating the review of this manuscript and approving it for publication was Cristina Rottondi . technology in encrypted images (RDH-EI) [3] - [6] . Since RDH-EI provides an important combination of encryption and data hiding, it makes private data doubly secure in the process of data processing. With the increased use of cloud services, RDH-EI has become one of the researches focuses for protecting the privacy of data in the cloud environment.
The first RDH-EI scheme was proposed by Puech et al. [7] in 2008. First, the original image was encrypted by using the Advanced Encryption Standard (AES), and then the encrypted image was divided into several blocks, and one bit of secret data was embedded in each block. Subsequently, the extraction of the data and the restoration of the image were achieved by analyzing the local standard deviation during decryption of the stego-image. Later, several RDH-EI schemes [8] - [14] were developed. Zhang's scheme [8] used a stream cipher to encrypt the original VOLUME 8, 2020 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ image by the exclusive-or (XOR) operation and it embedded one bit of secret data by flipping the three least significant bits (LSBs) of the half pixels in each block of the encrypted image. Li et al.'s scheme [9] introduced random diffusion and the accurate prediction strategy to efficiently use the correlation of pixels in order to obtain higher hiding capacity. Liao and Shu [11] extended the smoothness function in Zhang's scheme [8] by considering the pixels in the borders of a block, and experiments have shown that this scheme reduced the average extracted-bit error rate when the block size was appropriate. Huang et al. [12] proposed a new framework for RDH-EI that is simple and effective. In this framework, the encrypted image can be obtained by block permutation and the pixel bit-level XOR operation, and then the secret data can be embedded into the encrypted image by using the RDH methods that have been proposed previously. One of the advantages of this scheme is that the data-hider does not need to design a new RDH scheme according to the encryption algorithm that has been conducted. In 2018, Puteaux and Puech [13] proposed a most significant bit (MSB) predictive detection method. A label map of the original image was embedded into the encrypted image obtained by bitwise XOR encryption, and the data-hider can embed the secret data according to the label of each pixel in the encrypted image. Subsequently, Puyang et al. [14] proposed an improved RDH-EI method that used two MSBs to mark the value of each pixel in the original image, which resulted in a significant increase in embedding capacity. In order to improve the practicality of the scheme, researchers designed separable RDH-EI (SRDH-EI) schemes [15] - [22] , and Figure 1 shows the three different separation cases for the receiver. When the receiver obtains the stegoimages, he or she can extract secret bits or recover images according to the different needs that exist and the keys they have. In 2012, Zhang [15] proposed an SRDH-EI scheme based on LSB compression. Subsequently, inspired by the distributed source coding, Qian and Zhang [17] proposed a novel scheme of SRDH-EI. First, the original image is encrypted by using a stream cipher, and a series of selected bits taken from the encrypted image were compressed by using low-density parity-check codes to make room for the secret data. The receiver can extract the secret data or decrypt/reconstruct the protected original image according to the key he or she permits. In Qin et al.'s scheme [19] , FIGURE 1. Three different separation cases for the receiver in SRDH-EI.
first, the non-overlapping blocks of the original image were encrypted by using an analogous stream-cipher and block permutation; second, the encrypted image blocks were divided into two sets that corresponded to the smooth and complex regions in the original image; and third, the LSBs of the blocks corresponding to the smooth regions were compressed to create embedding room. Yi and Zhou [20] proposed SRDH-EI using parametric binary tree labeling. A small number of pixels were used as reference values to calculate the prediction error of most pixels, and a parametric binary tree labeling method was proposed to distinguish all prediction errors. The data-hider can embed the secret data according to different prediction errors in the encrypted image with the tag value. In Xiang et al.'s scheme [22] , a new, high-capacity SRDH-EI scheme was proposed that used Huffman coding labeling. First, the label map of the original image was calculated. Second, the original image was encrypted, and the label map was embedded into the encrypted image. Third, the multi-bit data can be embedded into each encrypted pixel by multi-MSB substitution based on the embedded label map. Fourth, data extraction and image recovery can be performed separately, and the extracted data and the restored image are both lossless. This scheme was different from the previous schemes in that it had greatly improved embedding capacity.
In this paper, we propose a separable reversible data hiding scheme in encrypted image based on the median-edge detector (MED) prediction (SRDH-EI-MED). First, the predicted value of each pixel is calculated by using the MED predictor, and the difference between the original pixel and the predicted pixel is recorded according to the threshold parameter, and a label map is generated. Second, the original image is encrypted. Third, the differences and the secret bits are embedded into the encrypted pixels according to certain rules. After being compressed by using Run Length Coding and Huffman Coding, the label map is spliced to the bottom of the encrypted image. Finally, the stego-image is generated. When the receiver possesses the stego-image, which is the encrypted image that contains the hidden data, he or she can extract or decrypt the desired image in according to a different key. Compared with the previous schemes, our scheme has greatly improved embedding capacity.
II. RELATED WORKS A. YI AND ZHOU'S SCHEME
In 2019, Yi and Zhou [20] proposed SRDH-EI using parametric binary tree labeling (PBTL-SRDH-EI). This scheme keeps spatial correlations within the small, encrypted image blocks and uses the spatial redundancy of the encrypted image to embed secret data.
The steps of this scheme are provided below. Input: Original image I of size M × N , Random binary secret bit stream S.
Output: Encrypted image containing hidden data G.
STEPS.
Step 1. Parametric binary tree labeling (PBTL) Suppose that there are two parameters, i.e., α, and β, where 1 ≤ α, β ≤ 7 and that all of the pixels in the original image I , were divided into two parts, i.e., P1 and P2. When a pixel belongs to P1, n t different sub-categories were calculated by (1) , and the pixels in the different sub-categories are marked by using different α bits of binary code. When a pixel belongs to P2, the pixel is marked by using β bits of all-zero binary code.
Step 2. Encryption of the image First, the original image I is divided into k non-overlapped blocks B i , (i = 1, 2, . . . , k); then, every block B i is permuted to generate B i according to encryption key K e , after which the pixels in B i are encrypted by (2):
where R i ∈ [0, 255] is a pseudo-random integer generated by encryption key K e .
Step 3. Pixel grouping Separate all pixels into four parts, i.e., the reference pixel part (P r ), the special pixel part (P s ), the embeddable pixel part (P e ), and the non-embeddable pixel part (P n ). P r is made up of the first pixel (or center pixel) of each block. These pixels are not modified during the data embedding phase. P s consists of one pixel, which will be used to store parameters α and β. In the same block, the difference value e j between the current pixel p j and the reference pixel p ref j is calculated to divided the remaining pixels into P e or P n . According to (3), if e j of the current pixel satisfies this condition, the current pixel is associated to P e ; otherwise, the current pixel is associated to P n .
where · means round up to an integer, and · means round down to an integer.
Step 4. Pixel labeling All pixels in P e and P n are labeled by using PBTL.
Step 5. Data hiding After labeling the pixels, the pixels in P e can be obtained with the α bits binary label and the corresponding reference pixel, so that the remaining (8 − α) bits of each pixel in P e can be used to hide the secret bits.
Step 6. Extraction of the data and recovery of the image At the receiving end, extracting the data and recovering the image are accomplished by using the simple inverse processes of embedding the data and encrypting the image. In addition, the hidden secret bits can be obtained by extracting the remaining (8 − α) bits of each pixel in P e .
B. XIANG ET AL. 'S SCHEME
In order to increase the embedding capacity as much as possible, Xiang et al. [22] proposed an RDH-EI scheme based on MSB prediction and Huffman coding. Their scheme consisted of the following five parts:
1) GENERATION OF THE LABEL MAP
For the original image I with the size of M × N , the predicted value px(i, j) of each pixel can be calculated by using the MED predictor [23] , which is shown by (4) at the bottom of this page and Figure 2 .
The original pixel value x(i, j) and the predicted pixel value px(i, j) are converted into 8-bit binary sequences. Bitwise comparisons between x(i, j) and px(i, j) are performed to generate the label map, and the label t of the current pixel is equal to the same number of bits, i.e., 0 to 8.
2) IMAGE ENCRYPTION
A pseudo-random matrix r(i, j) of size M × N is generated by using the key K e , and each pixel of the original image is encrypted by using (5) .
3) CODING AND EMBEDDING THE LABEL MAP
In order to recover the original image completely, the label of each pixel must be recorded in binary code as extra data and embedded into the encrypted image. The predefined Huffman coding labeling (HVLCL) rule is used to record these labels. Nine kinds of Huffman coding are used to represent the 9 kinds of labels, i.e., {00, 01, 100, 101, 1100, 1101, 1110, 11110, 11111}. Then, the HVLCL rule, the length of the binary sequence, and the binary sequence as extra data are recorded. The partial extra data are stored in the reference pixels of the first row and the first column, and the values of these reference pixels 
(4) VOLUME 8, 2020 are placed behind the extra data. The remaining extra data and reference pixels are embedded into the encrypted image by substituting multiple MSBs according to the label map, as shown in (6):
where t is the label of the current encrypted pixel x e (i, j), and b s is the extra data in which the current pixel can be embedded. An encrypted image, x e (i, j), which contains the label map is generated.
4) DATA HIDING
All of the extra data are extracted from the encrypted image that contains the label map, x e (i, j), and the label map is restored according to the HVLCL rule. According to (6), the secret data are embedded into the remaining pixels, which is the reserved space used to embed the data in the encrypted image. Thus, the stego-image is generated.
5) DATA EXTRACTION AND IMAGE RECOVERY
First, the receiver can extract the label map and reference pixels from the stego-image. Then, based on the label map, the secret data can be extracted in the same way. The reference pixels are placed back in the first row and the first column. Next, the decrypted image can be obtained by the same process as shown in (5) , and each of the predicted pixel values can be calculated using the MED predictor. Finally, the original value of the pixel can be restored according to the label and the predicted pixel.
III. PROPOSED SCHEME
Although Yi and Zhou's scheme [20] can extract secret data correctly and recover image completely, the labeling method does not make full use of the spatial correlation of the pixels in the image. Figure 3 shows a histogram of the difference between the value of the original pixel and the predicted value using the MED predictor, and the figure shows that the differences are close to the value of 0 because of the spatial correlation of the pixels. Therefore, we took full advantage of this characteristic and proposed the SRDH-EI-MED scheme. Figure 4 shows the framework of the proposed scheme. First, the predicted value of each pixel is calculated by using the MED predictor [23] . and the difference between the original pixel and the predicted pixel is recorded according to the threshold parameter, and a label map is generated. Second, the original image is encrypted. Third, the differences and the secret bits are embedded into the pixels according to certain rules. After being compressed by using Run Length Coding and Huffman Coding, the label map is spliced to the bottom of the encrypted image. Finally, the stego-image is generated. When the receiver possesses the stego-image, he or she can extract or decrypt the desired image in accordance with a different key.
A. DIFFERENCE VALUE AND LABEL MAP GENERATION
For an original image I that has the size of M × N , the predicted values px(i, j) of the pixels (except the pixels in the first row and the first column) can be calculated by using the MED predictor [23] . Figure 5 shows that the pixels a, b, and c are three pixels around the current pixel x(i, j), and the formula of the predicted value px(i, j) is as shown in (7) .
The difference D(i, j) can be calculated by (8) . Since the difference D(i, j) is distributed around the 0 value, we set the threshold T to obtain the tag value t(i, j) of the current pixel in order to obtain higher embedding capacity, as shown in (9) .
The label map is a matrix of the tag values t(i, j), which means that the current pixel can be used to hide secret bits if t(i, j) = 0; the current pixel cannot be used to hide secret bits if t(i, j) = 1.
B. ENCRYPTION OF AN IMAGE
In order to improve the security of the proposed scheme, each pixel of the original image is encrypted by the encryption key K e . A pseudo-random matrix, r(i, j) ∈ [0, 255], with the size of M ×N can be generated by using the key K e , and the current pixel x(i, j) and its corresponding r(i, j) are converted into the 8-bit binary sequence according to (10) . Then, the encryption operation is performed by (11) .
where ⊕ is the bitwise XOR operation.
C. DIFFERENCE PRESERVATION AND DATA HIDING
The binary secret bit stream S = s 1 , s 2 , . . . , s q is generated randomly. According to the label map obtained from Subsection III.A, we can determine which pixels can be used to hide secret bits. At the same time, the difference value must be recorded in order to recover the original image completely. Figure 6 gives the eight-bit representation of the pixels when the tag value is 0, and Figure 6 shows that there are two cases for the arrangement of the secret bits as follows: Case 1: If D(i, j) = 0, then the least significant bit (LSB) is denoted with f = 0 as a flag. Because there is no need to record the difference value, the remaining 7 bits are replaced by secret bits.
Case 2: If D(i, j) = 0, then the LSB is denoted with f = 1 as a flag. Because the difference value must be recorded, we use the first P-bit to record it, and we use the next (7 − P)-bit to hide secret bits. Here, P = log 2 T + 1, and the highest bit represents the polarity bit, i.e., if D(i, j) > 0, the polarity bit is 0; if D(i, j) < 0, the polarity bit is 1. Figure 7 gives the pseudo-code for embedding procedures when T = 8.
D. PRESERVATION OF THE LABEL MAP
The label map can provide important information for recovering the image and extracting the secret data, so it must be preserved. Because there are many 0 values in the label map, we use Run Length Coding (RLC) and Huffman Coding to compress the label map. Figure 8 shows our definition of the structure of the additional information. This result is rearranged into a Q × N matrix, i.e., Q = length of huffman coding+2 N . Note that a random number must be added when the numbers in the last row are less than N . Finally, these results are spliced into the bottom of the encrypted image.
E. EXTRACTION OF THE SECRET DATA AND RECOVERY OF THE IMAGE
The extraction of the secret data and recovery of the image are very easy in our scheme. When the receiver obtains the stego-image, he or she can extract the label map according to the agreement made in advance. Then, based on the label map, the next three cases can be executed separately:
Case 1: If the receiver possesses the encryption key K e , the original image can be recovered. STEP 1. The pixels in the first row and first column are decrypted by using the encryption key K e . STEP 2. When the label map of the current pixel is 0 and the LSB of the current pixel is 1, the difference value can be extracted from the 1 st to the P th bits of the pixel, and the predicted value px(i, j) can be obtained by the three pixels around the current pixel. Therefore, the value of the original pixel can be calculated correctly by (12) .
STEP 3. When the current value of the label map is 0 and the LSB of the current pixel is 0, the difference value is 0. So, the original value of the pixel is equal to the predicted value px(i, j). STEP 4. When the current value of the label map is 1, the pixel has not changed, so we only need to decrypt it using the encryption key K e .
x k (i, j) = x k e (i, j) ⊕ r k (i, j), k = 1, 2, . . . , 8.
Case 2: If the receiver possesses the data hiding key K d , the secret bits can be extracted. STEP 1. When the label map of the current pixel is 0, the encrypted secret bits can be extracted from the following two parts, i.e., 1) the (P + 1) th to 7 th bits of the pixel that has an LSB equal to 1; and 2) the 1 st to 7 th bits of the pixel that has an LSB equal to 0. STEP 2. The sequence of the secret bits sequence can be recovered by using the data-hiding key K d .
Case 3: If the receiver has both an encrypted key K e and a data-hiding key K d , he or she can execute Case 1 and Case 2 to achieve the recovered image and the secret bits.
IV. EXPERIMENTAL RESULTS
In this section, we discuss the experiments we conducted to evaluate the performance of the proposed scheme and to compare the proposed scheme with several earlier RDH-EI schemes. Figure 9 shows the six test images from the USC-SIPI image database, i.e., Lena, Baboon, Airplane, Man, Peppers, and Tiffany, that were used as the original protected images. Each of the test images had the size of 512 × 512. The secret bits were created by using a pseudo-random number generator.
The embedding capacity (EC), the peak signal-to-noiseratio (PSNR), and the structural similarity index measurement (SSIM) were considered in the proposed scheme to evaluate the performance of our scheme. The EC defined in (14) is expressed in bit per pixel (bpp) and is expected to be as large as possible in order to conceal the maximum number of secret bits.
where M × N represents the size of the images, p is the number of the difference value that is equal to 0, and q is the number of the difference value that belongs to [−T , T ]. Meanwhile, in order to evaluate the recovered image quality in comparison to the original one, the PSNR defined in (15) and the SSIM mentioned in [25] are used.
where x r (i, j) and x(i, j) are the pixels of the recovered image and the original image, respectively. SSIM which simulates the human visual system (HVS) to assess image quality, including luminance, contrast, and structure comparisons. Generally, the closer the SSIM value is to 1, the better the visual quality of stego-image will be. Figure 10 shows the proposed scheme, including the experimental results of each phase. The corresponding experimental data are shown in Table 1 . Figures (a2) , (b2), (c2), (d2), (e2), and (f2) and Table 1 show that most of the differences between value the original image and the predicted image were around 0. For example, for the test image ''Man'', the percentage of the difference values that were equal to 0 was about 98% of the number of pixels that can be used to hide. Thus, there was a lot of free space for hiding the secret bits. Therefore, we set the threshold T of the difference value to flexibly adjust the embedding capacity. Figures (a3) , (b3), (c3), (d3), (e3), and (f3) give the distribution of the pixels for which the difference value was [−8, 8] , that is to say, T = 8. The black pixel indicates that this pixel can be used to hide secret bits, while the white pixel indicates that this pixel cannot be used to hide secret bits. Obviously, a few areas in the margins cannot be used to hide the secret bits. In Figure (b3) , ''Baboon'' has more edge information, so its hiding capacity is relatively small. Figures (a4) , (b4), (c4), (d4), (e4), and (f4) give the stego-images. These stego-images have a lot of secret bits embedded in them, but they look like evenly distributed noise points without any shadow of the original image. Therefore, such images can be safely transported and stored in the open network environment. Also, the original image is recovered perfectly in our scheme, as shown in Table 1 by a PSNR value that tends to approach +∞ and an SSIM equal to 1. Tables 2-7 give the changes in the parameters when the threshold is different. Table 2 shows that the embedding capacity does not decrease in a regular way when the threshold decreases. That is to say, there are fewer bits to record the difference value as the threshold decreases to a certain value, but more bits are used to hide the secret data. For example, for ''Airplane'' in Table 4 , when the threshold is equal to 6, the number of bits that can be used to record the difference value is log 2 T + 1 = 4, while the number of the bits that can be used to hide secret data is 7 − 4 = 3. When the threshold is equal to 4, the number of bits that can be used to record the difference value is log 2 T + 1 = 3, so the number of the bits that can be used to hide secret data is 7 − 3 = 4. Therefore, as the threshold decreases, the total number of bits may increase, which results in an increase in embedding capacity. Table 8 gives a statistical analysis of our proposed scheme to verify that our scheme achieves a high visual security level. We used the horizontal and vertical correlation coefficients of the original images and the stego-images. The horizontal and vertical correlation coefficients can be calculated by (16) .
Corr x,y =
E{|x − E(x)| * |y − E(y)|}
where y is the left pixel of x when the horizontal correlation is computed, and y is the top pixel when the vertical correlation is computed. E(·) is the mean of the variable, and V (·) is the variance of the variable. This table shows that the horizontal and vertical correlations of the stego-image were almost zero, so no information can be exposed from the stego-images. Therefore, this further proves the security of our scheme. Table 9 provides the embedding capacity results of an experimental comparison of our proposed scheme and three state-of-the-art schemes for the six protected images. The EC of Puyang et al.'s scheme [14] was the lowest among the schemes that were compared. Yi and Zhou's scheme [20] uses parametric binary tree labeling to embed multiple bits in each embeddable pixel, so its EC was higher than that of Puyang et al.'s scheme [14] . Like [14] , Yi and Zhou's scheme had a lower EC in Baboon, i.e., only 0.482 bpp. Xiang et al.'s scheme [22] uses the idea of variable length coding labeling to mark each pixel and then embeds different bits of information by multiple MSB replacement according to the tag value of each pixel. The EC of our scheme was significantly improved compared to those of the three latest methods, even in the rough Baboon image.
V. CONCLUSION
In this paper, we proposed an SRDH-EI-MED scheme. This scheme takes advantage of the correlation between pixels, uses the median-edge detector (MED) to create a lot of free space, and embeds the difference and the secret bits in it according to the different cases, thereby providing a large embedding capacity. When the receiver has the stego-images, the embedded secret data can be extracted completely or the original protected image can be recovered completely according to the key they possessed of. The reconstruction of the image and the extraction of the data are separate processes. The comparison of experimental results provided by the various approaches showed that our proposed scheme indeed achieved better hiding capacity than the other schemes.
